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Should be scalable
Should be able to work in mode :
*Blocking the user
*Notifying the user
Should be a Servers/Agent Technology
Data at Rest - Recorded data must be encrypted

Data at Motion ~ The communication between the agent to the application server
should be protected by SSL

Should be driven by Event Driven Policy rules .

¢ Should be with Real Time Rules/Alerts .

e Should have out of the Box Rules Alerts Library that is configured to address common
typical risky activities

¢ The solution should be able to be used for education - by real time notification

» The solution should be able to be used for awareness - block user activity upon risky activity
and be notified

» Should have the ability to record:

0 Only metadata
o Metadata and video

o Metadata and video only when a Security Incident occurs

[ ]

Detect USB insertion (even allowed media)
Enable Government sector compliance with FIPS-Compliant Windows Agent
Should provide a risk assessment dashboard  scoreboard

The scoreboard should support anonymization of users and disclose the true identity
upon need and approval

¢ Should system sclf-monitoring and health check (of system and sub-systems)
dashboard

e The user should be able to search for :
o Specific user
o Specific time
o Specific command s activity

Tracking out-of-policy user behavior in Dashboard 7 scoreboard

Bad behavior notification messages to the end users in real time with user feedback
message capability

¢ Bad behavior desktop blocking netification messages to the end users in real time with
user feedback message capability

¢ View Storage Consumption

Users must be presented with a clear and bold notification that they are being
recorded

Counter + trends of user’s notifications
Alerts review and workflows process

¢  Ability to trigger blocking of activity

¢ Should have comprehensive built-in alert rules to cover most common risks

¢ Should have quick alert rule tuning features

e Real time warning messages on user activity v \\(j

¢ Real time blocking messages on user activity q A

¢ Real time blocking & auto logoff g - ,
Reporting % ¢ 93 o f%

. User activity
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Keywords

Time

System / IP / segment / logical grouping
The solution should have built in reports
The solution should have reports wizard to create new reports
Reports should be scheduled and sent by email

Record

¢ Record only the specific user’s process/window and produce user activity information.
This ~7only” affects all below requirements

¢ Record DBA activity (SQL queries etc.)
DBA Firewall (DBA Activity + real time blocking alerts)

Record when the network is down and the application server is not accessible (offline
mode)

¢ Notify the user that hesshe is or she being recorded with customized message all or any
 part of the session

Record in silent recording mode, so the user will not be aware that he is recorded .
Record only RDP sessions

Record only Citrix sessions

Record local desktop (if specifically approved)

Recording in Color or Gray scale

Record Web uploaded files :

Record & track Web downloaded files

Record USB information (model etc)

Record files copied to USB

Record and track files that are saved as from email attachment

Record file copy to cloud folders as “dropbox” ete

Record outlook emails subject, body & attachments (if specifically approved)
Record Key logging

Identify uid that uses Shared Account

Ability to record only specific users or Active Directory Users group

Ability to exclude Specific Users from being recorded or exclude Active Directory
Users group

Ability to record only specific Applications (white listed)
Ability to exclude Specific Applications from being recorded (black listed)
Record only or exclude specific URL
Record only meta data (no video)
Display messages to users on their desktop upon login (same as 30.RecSe)
View/Monitor live sessions
Ability to view and chat with an online (live) session, chat and terminate session if
needed (optionally)
o Remotely lock Live Session (Windows Lock ) by system Admin
¢ Real time preventive message on risky activity (deter users)
e Ability to export sessions and send by email for further investigation
Agent should have web service API
Optimized recording — record only when the user is active, not at idle time
Display policy messages on user desktop \t
Display warning messages on user desktop
Display blocking messages on user desktop q
Display blocking messages on user desktop + acknowledgment checkbté
o &

2 L
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Display blocking messages on user desktop + acknowledgment checkbox + Text
comment box

Close Application at user’s station via Admin
Logoff from user’s station via Admin
Linux & Unix — record SSH Session + executed scripts via ssh sessions

U
2.2
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